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Background

Introduction

The Emergencies and disruptive incidents may affect College operations any time. To protect the safety
and security f students, staff and stakeholders, while minimizing disruption, the entire CBPS community
must take steps to prepare for such events. This Disaster Preparedness Plan addresses the College’s
response to emergency by taking an all-hazards approach. While this Plan is a fundamental component in
the preparedness process, individuals in all units must make reasonable efforts to prepare for emergencies.

Members of Staff in Schools, Departments, Halls of Residence and other offices should familiarize
themselves with information in this plan, and with the Emergency Response Procedures and other
preparedness resources available in their respective units.

Working together, we can continue to make the University of Nairobi, College of Biological Science
(CBPS) a safe and prepared community. Each member of the College is responsible for taking measures
to prepare him/herself for an emergency. Individual preparedness is fundamental step in meeting our
commitment to students, faculty and members of staff. Furthermore, well thought-out and implemented
emergency and continuity plans can be significantly enhance the safety of our community as well as our
ability to sustain operations during disruptive incidents



DISASTER

1. Definition

A disaster is a natural or artificial hazard that is capable of causing massive destruction to
properties, animal, or human life.

A hazard is a situation that poses a level of threat to life, health, property, or environment.

1.1 Possible Causes of Disasters
a) Floods
b) Epidemics
c) Public disorder
d) Fire
e) Lighting
f) Earthquakes
g) Terrorism

1.1.1. Potential Hazards at Work Place:
a) Chemical spills
b) Poor electrical wiring and electrical overloads.
c) Illegal cooking in the halls of residence
d) Slippery floors
e) Exposed electrical wires
f) None observant by employees to safety procedures.
g) Flooding from broken water pipes, open taps and poor drainage.
h) Accidental or deliberate virus release/ toxic gas release.
i) Food poisoning.
j) Radioactivity.

In our college the most probable cause of disaster is fire hence the need to know and understand
the definition of fire, causes of fire, and methods of fighting fire and equipments used.

1.2 Fire

1.2.1 Introduction
Fire is a chemical reaction between heat, oxygen and fuel. The three elements form a fire
triangle.



e Enough oxygen to sustain combustion.

Oxygen

Heat

e Enough heat to raise material to its ignition temperature.
e Some sort of fuel.

Fire =Oxygen + Flammable Material + Source of Heat.

- Produces light, heat and smoke. Fire is a good servant but a bad master hence the need to

control it.

1.2.2 Classification of Fire.
Fire can be classified as under listed

Classification of Fire | Fire Extinguisher Suitability Caution

Class “A” Water Paper, wood, clothing, | Not suitable for other
grass (Organic | classes of fires.
materials)

Class “B” Foam Flammable Liquids Recommended for
like petrol, diesel, class A and B Fires.
paraffin Not  suitable  for

electrical fires

Class “ C” Dry Powder Flammable gases such | Can extinguish class
as propane, butane, | A and B fires.
methane

Class “D” Dry Powder Flammable Metals
like pottasuim,
sodium, aliminium
and magnesuim

Class “F” Wet Chemical Cooking oils and fats




1.2.3 Fire Extinguishing.
Fire extinguishing is the process of fighting and putting out fire using appropriate materials and
equipments.

a) Fire extinguishers
b) Water

c) Sand

d) Soil

e) Fire engines

f) Fire hydrants

g) Fire blankets

h) Smoke/heat detectors
i) Sprinklers

j) Any other material that can be used to put out fire.
k) Hose reels

1.2.4 Common Causes of Fire
a) Mishandling of flammable gases and liquids.
b) Electrical overloading.
c) Faulty electrical equipments.
d) Sub-standard electrical appliances.
e) Careless disposal of electrical appliances.
f) Arson.
g) Misuse of electrical appliances.
h) Recklessness in using machines.

1.2.5 Fire Preventive Guidelines
i.  Equipment should be kept in good working order.
ii.  Proper signaging.
iii.  Flammable materials should be used in well ventilated areas.
iv.  Open flames should be used carefully.
v.  Heating units to be safeguarded.
vi.  No fire near any flammable material.
vii.  All fire exits should remain open
viii.  Electrical panel boxes and switch boxes should remain open.
ix.  No smoking or lighting matches in prohibited areas.

1.2.5.1 Methods of Fire Fighting.
When fire occur people panic and start running helter- scatter and lose directions.

In an organization like ours we have trained fire Marshalls in the departments who have a
thorough training on how to handle fire and how to use equipments and to give proper
instructions.



It is advisable that people should always be advised to shout “FIRE” in order to alert other
occupants of the building.

Activate fire sirens.
Call for assistance on the following numbers:
a) Police Headquarters - 020-240000, 0721228999, 999.

b) Kileleshwa Police Station - 020-560533, 0721370999,
c) Nairobi Fire Brigade — 020-222181.

d) St. John Ambulance _ 020-210000.

e) Director of Security & Safety Services- 0722825826
f) D/Director of Security &Safety Services- 0722388133.
g) Principal, CBPS- 0721267858

Fire Marshalls should advise everybody to leave the building using safe passage to the fire
assembly point. At Fire assembly point fire marshalls should make a roll call of all the occupants
of the building. Occupants should not go back to the building to collect any forgotten items. All
doors should be left open. Persons with disabilities should be assisted.

1.2.5.2 Fire Extinguishers.

Portable fire extinguishers are common equipments of extinguishing fire because they are readily
available. There are different types of fire extinguishers used in fire fighting depending on fire
cause.

Type of Extinguisher Suitability

Carbon Dioxide (CO2) Fire Extinguishers Data processing centers, labs,
telecommunication rooms, food storage and
processing areas.

Halotron Fire Extinguishers Computer rooms, telecommunications and
high-tech clean rooms.

Water Fire Extinguishers Excellent choice for libraries, storerooms,
attics, barns and dry good stores.

Regular Dry Chemical (class B& C) Ideal for automotive, garages, boats and
laboratories.

Foam Fire Extinguishers Applications include manufacturing facilities,
construction sites, commercial storage areas,
service shops, racetracks and fueling areas.




Type K Dry Wet Chemical Extinguishers These fire extinguishers are typically required

in a commercial kitchen setting.

Type D Fire Extinguishers Extinguish Type D Type Fires

Metal Fires

1.2.5.3 Fire Fighting Methods.
In fighting fire we aim at separating three components of fire.

a) Cooling- Lowering temperatures.
b) Starving- Isolating burning objects.
c) Smothering — Removing oxygen.

1.2.5.4 Fire Emergency Response
In addition to evacuating casualties, fire brigade should be contacted.

In case of fire, do not

Use elevators
Stand on the way.

1.3. TERRORISM

Terrorism is defined as the calculated use of violence (or the threat of violence) against civilians
to attain goals that are political religious or ideological in nature; this is done through
intimidation or coercion or instilling fear.

Terrorist acts are motivated by two things:

Social and political injustice: People choose terrorism when they are trying to right what
they perceive to be a social or political or historical wrong e.g when they have been
stripped of their land or rights, or denied these.

The belief that violence or its threat will be effective, and usher in change. Another way
of saying this is: the belief that violent means justify the ends.

Who are Terrorists?

They are human beings with emotions, feelings and concerns.

They are revered within their culture/ideology.

Rational in their actions: terrorists are rarely insane. They are generally intelligent, clear
thinking and rational.

Well motivated: terrorists use personal motivation to carry out deadly acts necessary to
demonstrate their determination.

Mentally justified in their actions: terrorists view the necessity of their mission as
justifying any act necessary to meet their goals.




1.3.2 Categories of Terrorist Bombs
Most terrorist bombs are improvised and so are known as improvised explosive devices or IEDs.
They can be categorized by their means of delivery:

* Vehicle (car, lorry, bike)
* Letter (parcel or packet)
» Person-borne (rucksack, briefcase, handbag or concealed on the body).

1.3.2.1 Vehicle Bombs

Vehicle bombs are one of the most effective weapons in the terrorist’s arsenal. They are capable
of delivering a large quantity of explosives to a target and they can cause a great deal of damage.
In general, vehicle bombs break down into three categories:

a) Under vehicle improvised explosive device (UVIED) A UVIED is a type of small,
‘booby-trap’ IED placed in, on or under a vehicle, and designed to explode when the
vehicle moves, killing or injuring the occupants.

b) Vehicle-borne improvised explosive device (VBIED) A VBIED is a car or van filled with
explosive, driven to a target and then detonated.

c) Large vehicle-borne improvised explosive device (LVBIED) An LVBIED is a lorry or
truck filled with explosives. These vehicles enable terrorists to carry very large amounts
of explosives, possibly several tonnes, to a target and are capable of causing casualties
and destruction over a range of many hundreds of metres. Vehicle bombs typically use an
improvised explosive or incendiary mixture to provide the explosive charge. The
explosives may be concealed in a container such as a beer keg, dustbin, wheelie bin or
large suitcase.

1.3.2.1.1 Precautions:

U Employ basic good housekeeping such as vehicle access controls and parking.

U Consider using physical barriers to keep all unauthorised vehicles at a safe distance.

U Where possible, vehicles that are permitted to approach your building should be
authorised in advance and searched. The identity of the driver should also be cleared in
advance.

1.3.2.2 Letter Bombs

Letter bombs, which include parcels, packages and anything delivered by post or courier, have
been a commonly used terrorist device. Letter bombs may be explosive or incendiary (the two
most likely kinds), or conceivably chemical, biological or radiological. Anyone receiving a
suspicious delivery is unlikely to know which type it is, so procedures should cater for every
eventuality. A letter bomb will probably have received fairly rough handling in the post and so is
unlikely to detonate through being moved, but any attempt at opening it may set it off. Unless
delivered by courier, it is unlikely to contain a timing device. Letter bombs come in a variety of
shapes and sizes; a well-made one will look innocuous but there may be tell-tale signs.

6



1.3.2.2.1 Indicators of a Letter Bomb:

e Itis unexpected or of unusual origin or from an unfamiliar sender.

e There is no return address or the address cannot be verified.

e It is poorly or inaccurately addressed, e.g. incorrect title, spelt wrongly, title but no name
or addressed to an individual no longer with the company.

e The address has been printed unevenly or in an unusual way.

e The writing is in an unfamiliar foreign style.

e There are unusual postmarks or postage paid marks.

e AlJiffy bag, or similar padded envelope, has been used.

e It seems unusually heavy for its size. Most letters weigh up to about 30g, whereas most
effective letter bombs weigh 50-100g and are 5mm or more thick.

e It has more than the appropriate value of stamps for its size and weight.

e [t is marked ‘personal’ or ‘confidential’.

e It is oddly shaped or lopsided.

e The envelope flap is stuck down completely (a normal letter usually has an ungummed
gap of 35mm at the corners).

e There is a pin-sized hole in the envelope or package wrapping.

e There is any unusual smell, including but not restricted to almonds, ammonia or
marzipan.

e |t has greasy or oily stains on the envelope.

e There is an additional inner envelope and it is tightly taped or tied (however, in some
organisations sensitive material is sent in double envelopes as standard procedure).

1.3.2.2.2 Precaution

U Consider processing all incoming mail and deliveries at one point only. This should
ideally be off-site or in a separate building, or at least in an area that can easily be
isolated and in which deliveries can be handled without taking them through other parts
of the building

U Make sure that all staff who handles mail are briefed and trained. Include reception staff.
Encourage regular correspondents to put their return address on each item.

U Ensure that all sources of incoming mail (e.g. Posted Mail, couriers, and hand delivery)
are included in your screening process.

U Staffs need to be aware of the usual pattern of deliveries and to be briefed of unusual
deliveries. Train them to open post with letter openers (and with minimum movement), to
keep hands away from noses and mouths and always to wash their hands afterwards.
Staff should not blow into envelopes or shake.



1.3.2.3 Person-borne Devices
1.3.2.3.1 Hand-delivered IEDs

These are usually carried in containers such as rucksacks or briefcases, which are chosen to
blend in easily with the target surroundings. Given the requirement to be easily portable, such
bombs are unlikely to weigh more than 25kg, although even an ordinary-sized briefcase can
contain about 12kg of explosive. A 25kg suitcase bomb could destroy a house or cause serious
structural damage to larger buildings. Terrorists often increase the effectiveness of their bombs
by packing them with nails, nuts and bolts or similar items to act as shrapnel. Such weapons can
have a devastating effect in a small space.

1.3.2.3.2Precaution:

U Operate general good housekeeping practices. Strictly control the access of staff and
visitors to your premises. This greatly reduces the chance of a bomb being carried in.

U At times of high alert, baggage searches may be the only available means of protection
and deterrence.

U Should a suspicious item be found during a search, under no circumstances should it be
touched or moved in any way. The security should be informed immediately and they
will ensure an appropriate response.

U Consider physically restricting access from the reception area into the rest of the building,
for instance by the use of full height access control barriers or doors.

1.3.2.3.3 Suicide Bombers

Suicide bombers may use a lorry, plane or other kind of vehicle as a bomb or may conceal
explosives on their persons. Both kinds of attack are generally perpetrated without warning. The
most likely targets are symbolic locations, key installations, VIPs or mass-casualty ‘soft’ targets

1.3.2.3.4 Precautions

U Denying access to anyone or anything that has not been

U Establishing your search area at a distance from the protected site, setting up regular
patrols and briefing staff to look out for anyone behaving suspiciously; many bomb
attacks are preceded by reconnaissance or trial runs. Ensure that such incidents are
reported to the police

U Effective CCTV systems can help prevent or even deter hostile reconnaissance, and can
provide crucial evidence in court.

U There is no definitive physical profile for a suicide bomber, so remain vigilant and report
anyone suspicious to the police.



1.3.3 Reasons Why CBPS could be Targeted.
I.  Terrorists target numbers, and CBPS has got high population which consists of students

(regular and module 11) and members of staff.

ii.  The College’s proximity to the Capital centre.

iii.  The College has also got halls of residence whose majority of resident students are one
major religion.

iv.  The College has got vital installations of the University such as Examination Centre and
ICT Centre whose operation is core to the University.

v.  The terror groups seek publicity and by attacking such installation as CBPS, it may give
them worldwide coverage by the media.

1.3.4 Mechanism for Terror Attack Reduction.
The following has been put in place to reduce the chances of terror attack:

e All the three gates are manned by competent trained security guards. They carry out
search on motor vehicles and people entering the college.

e All students and members of staff carry and display their name tags before accessing the
campus.

e All buildings’ entrances are manned by security guards whereby further searches are
carried out using metal detectors.

e All guard posts have been provided with simplified manuals relating to what to do in case
of terror attack.

e All security personnel have been trained using simulations on terror attack.

1.4. FLOODING

A flood is an overflow of water that submerges land which is usually dry. Flooding may occur as
an overflow of water from water bodies, such as ariver, lake, or ocean, in which the water
overtops or breaks levees, resulting in some of that water escaping its usual boundaries.

Some floods develop slowly, while others such as flash floods, can develop in just a few minutes
and without visible signs of rain.

The primary effects of flooding include loss of life, damage to buildings and other structures,
including bridges, sewerage systems, roadways, and canals. Floods also frequently
damage power transmission and sometimes power generation, which then has knock-on effects
caused by the loss of power.

Chiromo campus is surrounded by rivers, therefore chances of members of staff and students
experiencing floods during heavy rains is probable. Also when taps are left open when piped
water is unavailable, when water resumes it could cause flooding in the offices and basements.
This is the most common in CBPS.



1.4.1 Precautions.

a)
b)
c)
d)

Avoid crossing or walking on flooded paths.

Storm water drainage systems should be properly drained and regularly maintained.
People should be well informed of flashflood paths since they occur suddenly.

All taps to be turned off when water is unavailable.

1.5 ROAD ACCIDENTS

An accident is defined as an un foreseen event that causes harm or damage and it occurs on the
road. It may be motor vehicle to motor vehicle, motor vehicle to human, motor vehicle to animal
or atree.

1.5.1 Causes of Road Accidents:

a)

b)

d)

9)

h)

)

Boarding a moving motor vehicle or alighting before it completely stops.

Speeding while driving and reckless driving: failing to follow the speed limit is the
most common cause of traffic accidents in Kenya.

Use of mobile phone — texting while driving: the proliferation of mobile phone use has
resulted an increased level of danger on our roads..

Other forms of distracted driving —there are numerous types of distracted driving.
some of the most common types of distractions resulting in high incidences of traffic
accidents include, eating, smoking, listening to loud music or changing the dial, reaching
for objects in the vehicle, and looking or talking with other passengers in the vehicle.

Driver fatigue — falling asleep in the wheel —individual that have a history of falling
asleep at the wheel.

drunk driving — and driving while under the influence of a narcotic substance
Rubber-necking — rubbernecking is another type of distracted driving and takes place
when drivers look other things on the road not linked to their driving. Examples include

watching other accidents, looking at sunsets, and nice views.

defective automobile and automobile parts — common auto defects that can cause
severe injuries to occupants include, tire defects

Defects on roadway construction such as pot holes.

Poor weather conditions — example of weather condition posing the greatest dangers to
motorists on the road includes rain and mist.
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1.5.2 Precautions

i.  Chiromo campus has got a high traffic of both human and motor vehicles,
therefore the following precautions should be observed.

ii.  Motor vehicles should be parked only at designated parking.

iii. ~ Motor vehicles should not be parked along the streets.

iv.  Drivers should be careful while reversing out of the parking.

v.  Any accident should be reported immediately to the security office for action.

vi.  No exceeding the set limit when driving through the College.

1.6 LIGHTNING
Lightning is one of the nature worst destroyer, can crash down from virtually clear sky and need
not strike a person directly to be dangerous. Lightning can cause a forest fire, it damages
property as well treat to human life and animals.
1.6.1 Precautions

e Avoid sheltering under trees during rain.

e Avoid using mobile phones.

e Avoid holding sharp metallic objects like needle when raining.

e Do not walk in flooded waters during rain.
1.7 THEFT AND BURGLARY
Theft is the dishonest appropriation of property belonging to another person with the intention of
permanently depriving that person of it. Burglary refers to cases whereby someone enters a

building or part of the building, during the day or at night respectively, as a trespasser with the
intent to steal, inflict grievous bodily harm, rape, or commit criminal offence. Theft and burglary
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are criminal offences that are well defined in Kenyan penal code and any person found engaging
in such acts is liable to punishment by the law.

Chiromo College has got its property and its employees and students have their properties that is
vulnerable to theft and burglary.

1.7.1 Precaution
e All the main entrances to the buildings have been installed with metal doors.

e All the campus properties going out must be accompanied by an authorized valid gate
pass.

e Animpromptu search of persons found carrying suspicious goods.

e All main entrance doors are usually locked by 10.00 pm.

e Students have been advised to always secure their residential rooms.
e Thorough control access to college has been put in place.

e Proper labeling of all University properties.

1.8 FOOD POISONING
Foodborne illness, more commonly referred to as food poisoning, is the result of eating

contaminated, spoiled, or toxic food. The most common symptoms of food poisoning include

nausea, vomiting, and diarrhea.

1.8.1 What Causes Food Poisoning?
Most food poisoning can be traced to one of the following three major causes:

1.8.1.1 Bacteria
Bacteria are by far the most prevalent cause of food poisoning. When thinking of dangerous

bacteria, names like E. coli, listeria and salmonella come to mind for good reason. Salmonella is

by far the biggest culprit of serious food poisoning.

1.8.1.2 Parasites
Food poisoning caused by parasites is not as common as food poisoning caused by bacteria, but

parasites spread through food are still very dangerous. Toxoplasma is the most often seen

parasite in cases of food poisoning. It’s typically found in cat litter boxes. Parasites can live in
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your digestive tract undetected for years. However, those with weakened immune systems and
pregnant women risk serious side effects if parasites take up residence in their intestines.

1.8.1.3 Viruses
Food poisoning can also be caused by a virus. Hepatitis A virus is a serious condition that can be

transmitted through food.

1.8.2. How Does Food Become Contaminated?
Pathogens can be found on almost all of the food that humans eat. However, heat from cooking

usually kills pathogens on food before it reaches our plate. Foods eaten raw are common sources

of food poisoning because they don’t go through the cooking process.

Occasionally, food will come in contact with the organisms in fecal matter. This most commonly

happens when a person preparing food doesn’t wash their hands before cooking.

Meat, eggs, and dairy products are frequently contaminated. Water may also be contaminated

with organisms that cause illness.

1.8.3 Who Is at Risk for Food Poisoning?
Anyone can come down with food poisoning. Statistically speaking, nearly everyone will come

down with food poisoning at least once in their lives.

There are some populations that are more at risk than others. Anyone with a suppressed immune
system or an auto-immune disease may have a greater risk of infection and a greater risk of

complications resulting from food poisoning.

1.8.4 How to Identify Food Poisoning
If you have food poisoning, chances are it won’t go undetected. Symptoms can vary depending

on the source of the infection. Common cases of food poisoning will typically include at least

three of the following symptoms:

abdominal cramps
diarrhea

vomiting
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loss of appetite
mild fever
weakness
nausea
headaches
Symptoms of potentially life-threatening food poisoning include:

diarrhea persisting for more than three days

a fever higher than 101.5°F

difficulty seeing or speaking

symptoms of severe dehydration, which may include dry mouth, passing little to no urine,
and difficulty keeping fluids down

If you experience any of these symptoms, you should contact your doctor immediately.

1.8.5 How Can Food Poisoning Be Prevented?
The best way to prevent food poisoning is to handle your food safely and to avoid any food that

may be unsafe.

Some foods are more likely to cause of food poisoning because of the way they’re produced and
prepared. Meat, poultry, eggs, and shellfish may harbor infectious agents that are killed during
cooking. If these foods are eaten in their raw form, not cooked properly, or if hands and surfaces

are not cleaned after contact, food poisoning can occur.

Other foods that have are likely to cause food poisoning include:

Sushi and other fish products that are served raw or undercooked.
Deli meats and hot dogs that are not heated or cooked.

Ground beef, which may contain meat from several animals.
Unpasteurized milk, cheese, and juice.

Raw, unwashed fruits and vegetables.

14



Always wash your hands before cooking or eating food. Make sure that your food is properly
sealed and stored. Thoroughly cook meat and eggs. Anything that comes in contact with raw
products should be sanitized before using it.

1.9 LABORATORY ORIGINALITY DISASTERS

1.9.1 Chemical Related Hazards
The College of Biological and Physical Sciences is a Science campus which has many

laboratories using different chemicals which could be a potential hazard if not well handled.

Likely cause of Chemical related disasters

Chemical spills in the laboratories
Poisonous gases.

Chemical leakages.

Chemical explosions

Poor storage

Poor/ un authorized handling and use.

1.9.2 Precaution

Un authorized persons not to be allowed to enter the laboratories.

Do not store food and drink with any chemicals.

If possible, keep all chemicals in their original containers.

Make sure all chemicals and reagents are labeled.

Do not store chemicals on the lab bench, on the floor, or in the laboratory chemical hood.
Ensure chemicals not in use are stored in a locked facility with limited access.

Know the storage, handling, and disposal requirements for each chemical used.

Laboratory users to wear protective gears.

1.9.2.1Chemical Waste
All containers used for chemical waste to be labeled with:

“WASTE” or “HAZARDOUS WASTE”.
Chemical name (as it appears on the MSDS).

Accumulations start date.

e Hazard(s) associated with the chemical waste.
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1.9.2.2 Safety and Emergency Procedures
e Educate students on the location and use of all safety and emergency equipment prior to

laboratory activity.

o |dentify safety procedures to follow in the event of an emergency/accident.

e Provide students with verbal and written safety procedures to follow in the event of an
emergency/accident

e Know the location of and how to use the cut-off switches and valves for the water, gas,
and electricity in the laboratory.

e Keep a list of emergency phone numbers near the phone.

e Conduct appropriate safety and evacuation drills on a regular basis.

e Explain in detail to students the consequences of violating safety rules and procedures.

1.9.3 Biological Specimens
Apart from chemicals some laboratories in the College use micro-organism like bacteria while

carrying out research or during practical lessons. If the specimens are not carefully handled they
may lead to fatal infections. Biological agents include the general class of micro-organism(virus,

bacteria, fungi and yeast. They are divided into four groups as follows:

Group  Unlikely to cause human disease.

e.g. Tissues and cell lines of non primate/non human origin.
Human/primate cell lines that are long established and
have long history of safe use (e.g. HeLa cells).
Disabled/attenuated/non-pathogenic strains of some

bacteria and virus.

Group  Can cause human disease and may be a hazard to
2 employees; it is unlikely to spread to the community and

there is usually effective prophylaxis or treatment available.

e.g. Tissues and primary cell lines of human/primate origin.

16



Adenovirus, clostridium, most strains of E. coli.

Group  Can cause severe human disease and may be a serious
3 hazard to employees; it may spread to the community, but
there is usually effective prophylaxis or treatment available.

e.g. HIV, Hepatitis B, E. coli 0157, salmonella typhi.

Group  Causes severe human disease and may be a serious hazard
4 to employees; it is likely to spread to the community, and
there is no effective prophylaxis or treatment available.

e.g. Rabies, Ebola Virus. It is highly unlikely that any such

agents would be permitted in the University.

1.9.3.1 Risks Associated with Working/Handling Biological Agents.
The main risk associated with working with biological agents is the potential for infection. There

are three main potential routes of infection to be aware of:

. Inhalation - for example breathing in a fine aerosol or vapour mist which
may contain a viable organism.

. Ingestion - through poor hygiene practice, mouth pipetting (this should
never be done) or eating/drinking in a lab area.

. Skin penetration - This could be as a result of injury with a contaminated
sharp object, contact with mucous membrane of eyes/nose/mouth or entry via an uncovered

wound.

1.9.4.2 Precaution

. Avoid the production of aerosols - if this is not possible then contain the process e.g. use
of a microbiological safety cabinet and sealed centrifuge buckets.
. Safe use of sharps. Avoid use of needles and scalpels and wherever possible use plastic

items instead of glass. If this is not possible do not pass needles/scalpels, directly from hand
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to hand, do not re-sheath needles by hand, dispose of sharps at point of use directly into an
approved sharps container. Sharps containers must not be overfilled or left in public/general
circulation areas and should be disposed of in accordance with local procedures. Do not pick
up broken, potentially contaminated glass by hand, use forceps or tongs.

e Wear gloves to protect hands and make sure that all cuts are covered with waterproof
dressing. Remove before leaving the laboratory and wash hands.

e« Wear a side fastening lab coat with knitted cuffs - remove before leaving lab to enter
other ‘clean areas'.

. Avoid hand to mouth contact. No eating drinking, smoking or application of cosmetics
in lab areas. Wash hands frequently and always before leaving the lab.

. Training and supervision are essential requirement for safe working with micro-
organisms. Training should cover the hazards of the work and the practical use of special
procedures, techniques and equipment that are needed to minimise the risks. Ancillary and
cleaning staff to be instructed in safety procedures in so far as the hazards of the work area
could affect them. An appropriate level of supervision must be maintained.

Waste Treatment. All biohazard/clinical waste must be rendered safe to handle before
leaving the laboratory. It should be clearly identifiable as to the type of waste and the

originating location and disposed of via the appropriate route.

1.9.4.3 Radioactive Exposure
Radiation causes health problems by killing cells in the body, and the amount and type of

damage done depends on the dose of radiation received and time over which the dose is

spreadout.

1.9.4.4 Precaution
a) Wear protective clothing

b) Keeping as far away as is practicable- for example , by using tongs
c) Keeping your exposure time as short as possible.

d) Keeping radioactive materials in lead-lined containers, labeled with appropriate hazard

symbol.
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e) To prevent accidental entry of radioactive materials into the body, high standards of
cleanliness and good housekeeping must be maintained in all laboratories where
radioactive material is present.

f) Wash hands and arms thoroughly before handling any object that goes into the mouth,
nose or eyes (e.g., cosmetics, foods, contact lenses). Keep fingernails short and clean.

g) Never pipette by mouth; instead use rubber bulbs, syringes or mechanical devices.

h) Clean up minor spills immediately.

1) Visitors not to be allowed into the lab.

J) Smoking, eating, drinking, and applying cosmetics in radioisotope laboratories are not
allowed. Refrigerators shall not be used jointly for foods and radioactive materials.

1.10 VIOLENCE
Threats of violence on campus are inevitable. Threats of violence are highly witnessed during

SONU elections. Threats of violence involve:

e \Weapons on campus.
e Fights
e Criminal or gang violence

e Arson

In situations where a student may cause threat to the institution, as manifested through actions or
words, the College management to use early intervention by responding to early signs by taking

appropriate measures such as:

i.  Counseling
ii.  Warning/ advice

iii.  Disciplinary

1.11 FIRST AID.

1.11.1 Definition
First Aid is emergency treatment of casualty at the site of the incident/accident using available
materials before handing over the casualty to a doctor or a clinician for further management.

1.11.2 First Aid Procedure
1. Before a first aider commences the application of first aid he/she should assess the
situation.
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a) Becalm.
b) Ensure safety of the first aider.
c) Use bystanders to contact emergency service and to control traffic and
crowd/spectators.
2. Diagnosis
In arriving at a proper treatment the first aider is lead by signs and symptoms.
Signs- what can be perceived by the five senses of hearing, smelling, sight, feeling and
taste.
Symptoms — the feeling expressed by casualty.
e Sense of smell will determine whether the casualty could have taken poison.
e Sense of hearing will be crucial in listening to what the by- standers and the
casualty would say about the incident.
e Sense of sight will be crucial in observing the casualty.
e The sense of feeling will be crucial in touching the casualty.
e Sense of smell will be crucial in smelling the surrounding and the casualty.

Note: it is advisable not to use sense of taste as it could disastrous.

1.11.3. Treatment
In all cases of first aid the first aider should endure to:

i.  Clear air way by tilting the head and raising the chin to make sure the tongue does not
block the airway.

ii.  Control bleeding by bandaging the wounds and support any broken bone with a bandage.
iii. Do not give anything by mouth.

iv.  Apply artificial resuscitation — mouth to mouth or external chest compression.

v. Do not remove any foreign body.

vi.  Inall cases of first aid apply common sense.
vii.  Move the casualty to home or hospital.

1.12. IT DISASTER RECOVERY
Disaster — occurrence of any event that causes a significant disruption in ICT functions and
processes.

In the event of a disaster that affect IT systems, IT Disaster Recovery Plan is put in place to
ensure information system uptime, data integrity and availability, and continuity of University
work. It will provide guidelines and procedures for orderly and timely recovery from an
interruption of data processing and/ or network services at the College, LAN (Local Area
Network), WAN (Wide Area Network), Internet, DNS (Domain Name Service) and Telephone
Services, Antivirus Systems, Staff and Students Data and all College applications.

Information securities have long been at some risk from malicious actions, inadvertent use errors
and natural and man- made disasters. In recent years systems become more susceptible to these
threats because computers have become more interconnected and thus, more interdependent and
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accessible to large number of individuals. The number of individuals with computer is
increasing, and intrusion, or “hacking” techniques are becoming more and more complicated.

1.12 .1 Precautions
a) The information and communication technology officer to enhance security information
systems to and ensure backup systems are in place in case of information security risk
becomes real.

b) College employees handling classified information to be properly vetted.

c) Use of University documents to be controlled and classified information to be shared on a
need- to —know basis.

d) Ethics and professionalism to be instilled as core values in all University employees.
e) Ensure that all computers have antivirus software installed, fully patched and updated.

f) The ICT Officer should ensure that all ICT equipments are on Uninterruptible Power
Supplies.

g) ICT Officer to ensure that there are standby critical equipments i.e spare switch, to
swiftly replace damaged equipments to meet the recovery objective.

h) Identify and implement a communication method to personnel involved in recovery
process and affected stakeholders.

1.12.2 Disaster Recovery phases
The disaster recovery process consists of four phases. They are:
a) Phase 1: Disaster Assessment
b) Phase 2: Disaster Recovery activation
c) Phase 3: Equipment Repair/Replacement, Software/Data reinstallation

d) Phase 4: Return Home
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1.12.3 Disaster Recovery Activation

This phase will involve reinstatement of lost data from Backups, Reinstallation from operating
system backups, Equipment replacement/ Repair and Reinstallation.

1.12.4 Return Home

This phase involves normal operations reinstated from original or backup equipments. At the end
of this phase, a thorough review of the disaster recovery process will be taken.

1.12.5 Resumption of normal Operations

Once the treat has passed, equipment has been repaired or replaced, the College management
will evaluate the situation, and the Principal or his appointed declare the disaster over and

resume normal operations.

1.12.6 Key Disaster Recovery Activities

Declaring a disaster means:

a)
b)
c)

d)

9)

h)

)

K)

Activating the recovery plan

Notifying management team

Notifying technical team leaders

Redirecting voice service to an alternate location
Securing a new location for ICT services
Ordering and configuring replacement equipment
Reconfiguring the network

Reinstalling software and data

Keeping management informed

Keeping user informed

Keeping the public informed
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1.13. LEADERSHIP IN AN EMERGENCY SITUATION.
The incident command system is a standardized, on scene, all —hazard management structure that

allows all users- CBPS and responders to operate together to meet the demands of emergency

situation without encountering barriers in functioning due to job ranks.

Having a unified command establishes a single command structure system for all agencies to
work under. It includes common response objectives and strategies and the ability for agency

incident commanders to work together in joint decision making.
At the College level the incident command is outlined as follows:

1. Principal
2. Campus Security Chief
3. Deputy Campus Security Chief
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